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HCITOJIB30BAHHH CETH ((HHTCPHCT» AJIs PasMeEllleHHA B yqeﬁnblx KaﬁHHBTaX, B KOTOPBIX
OCYLIECTBJIAETCH JOCTYII B CETh «HHTCPHB’[‘»

C KaXIBIM TOJIOM MOJIOJEKH B HMHTEPHETE CTAHOBUTHCA OOJNBINE, a IIKOABHHKH OIHH H3
CaMBIX aKTHBHBIX IOIb30oBaTened Pynera. Mexay TeM, HOMHMO OTPOMHOIO KOJIHMYECTBA
BO3MOJKHOCTEH, MHTEPHET HeceT M Npodiembl. JTa mamMiaTKa A0IDKHA MoMoub Tebe Ge3omacHo
HaXOJUTLCA B CETH.

KoMnbioTepHbIe BHPYCHI

KoMIIBIOTEPHBIH BHPYC - 3TO Pa3HOBHAHOCTH KOMITBIOTEPHBIX IPOrpaMM, OTIHYHTEILHOH
0COOEHHOCTBI0 KOTOPOH ABIAETCS CIOCOOHOCTh K PasMHOMKEHHUIO. B JONONHEHNUE K 3TOMY, BUPYCHI
MOTYT IIOBPEIHTb HIM IOJHOCTBI0 YHHUUYTOXHUTH Bce Gainsl M [aHHBIE, TOJKOHTPOIBHbIE
II0/IB30BATEII0, OT UMEHHM KOTOPOro OblLla 3allylleHa 3apa)keHHas IporpaMma, a Takke MOBPEeInTh
WIIM JIJa)K€ YHHUYTOXKHMTBH OINEPAIMOHHYK) CHCTEMY cO BceMH (aiinmamu B menoM. B GonpmmHCcTBE
CIIy4aeB paclpOCTPAHIIOTCS BUPYCH Yepe3 HHTEPHET.

MeToB! 32T OT BPEJIOHOCHBIX [IPOrPaMM:

1. Mcrnone3y#l COBpeMEHHBIE OIEPALMOHHBIE CHCTEMBI, HUMEIOIIHE CEPbE3HBIH YPOBEHb
3aIlUTE] OT BPEIOHOCHBIX IIPOTPaMM;

2. IloctosHHO YycTaHaBnMBai mna4yTu (NUQPOBBIE 3aIUIaTKH, KOTOPBIE aBTOMATHYECKH
YCTaHABIMBAIOTCH € LENbI0 A0paboTKH IMpOrpaMMbl) M ApyrHe oOHOBIEHHS CBOSH OIEparHOHHOM
cucteMbl. CkauuBail X TOMBKO ¢ OpuNHaIBHOrO caiita paspaborunka OC. Ecin cymiecrByeT peixkuM
aBTOMATH4ECKOro 0OHOBICHHSA, BKIIOUH €T0;

3. Pabotait Ha cBOEM KOMIBIOTEpE IOJ] IIPaBaMH I1ONB30BATENS, @ HE aIMHHUCTPATOpa. JTO
HE MO3BOJIUT OONIBIIMHCTBY BPENOHOCHBIX IPOTrpaMM HHCTaIIMPOBATHCSA HA TBOEM IIEPCOHAIBHOM
KOMITBIOTEPE;

4. Hcnone3yd aHTHBMPYCHBIE MpPOTpaMMHBIC IPOAYKTHI HM3BECTHBIX IIPOM3BOAMTENEH, C
ABTOMATHYECKHM 00HOBIeHHeM 0a3;

5. OrpaHuyps QU3HUECKHH TOCTYI K KOMIIBIOTEPY UL IIOCTOPOHHUX JIULL;

6. Vcnonp3yit BHEIIHHE HOCHTENH HHGOpMalMH, Takue Kak (uemka, auck wid dain us3
MHTEpHETa, TOILKO M3 IPOBEPEHHBIX HCTOUHUKOB;

7. He oTKpbIBal KOMIBIOTEPHBIE (ailiibl, IOTyYeHHBIE U3 HEHaeKHBIX HCTOYHHKOB. Jaxe Te
(ha#uel, KOTOPHIE IPUCIal TBO! 3HAaKOMBIH. JIydIlle yToUHH y HETO, OTIPABILAN JIM OH Te0e HX.

Cetu WI-FI

Wi-Fi - 310 He BHJ[ Iepe/iadyM AaHHLIX, He TEXHOIOIHs, a Bcero nums Openn, mapka. Eme B
1991 romy wumumepraHackas KommnaHusa 3aperucrpupoBasa Openn "WECA", uro obo3nagano
cmoBocouetanue "Wireless Fidelity", xkoTopsiii neperoaures kak "GecripoBoAHAs TOYHOCTS' .

Jo mnHamero BpeMeHM Jomnuia nApyras aOOpeBuaTypa, KOTOpas fABIAETCA TaKOH ke
texHoyorueit. Oro abbpesuarypa "Wi-Fi". Takoe Ha3zBanme OBIIO JaHO C HaMEKOM Ha CTaHAAPT
BEICIIEH 3BYyKOBOH TexHUKH Hi-Fi, 9T0 B mepeBoe o3nayaer "BBICOKAsA TOYHOCTE' .

Ha, OecruiaTHbIM HHTEpHET-IOCTYN B Kade, OTeNsX M a3ponoprax SBIASTCA OTIMYHOH
BO3MOYKHOCTBIO BEIXOJA B MHTepHeT. Ho MHOI'Me 3KCIEepThl CYMTaloT, 9T0 obmenoctymusie Wi-Fi
CETH HE ABJIIAKTCAH 0e301aCHBIMH.

Cogets! o 6e3onacHocT paboTsl B 00menocTyHbIX ceTax Wi-fi:

1. He nepenasaii cBoio nudHyro nHopMauuio depe3 odmenocrynnsie Wi-Fi cern. PaboTas B
HMX, JKeJIaTebHO He BBOJUTD NIAPOJIH JIOCTYIIA, JIOTMHEI ¥ KaKHe - TO HOMepa;

2. Wcnone3yi u 0oOHOBISAH aHTHBHPYCHBIE NporpaMmsl ¥ Opanamayep. TeM caMbIM THI
ofe3omacums ceds OT 3aKa4KH BHPYCA HA TBOE YCTPOMNCTRO;

3. Ilpu ncrone3opannu Wi-Fi otiuiroun Qysxumio "O6mwuit goctyn k ¢aiinam 1 npusaTepam’.
Hanuast GyHKIUS 3aKpBITa 10 YMOTYAHUIO, OJHAKO HEKOTOPBIE MOJIB30BATENH aKTHBHPYIOT €e M
ymo6cTBa HCITONME30BaHKA B paboTe win yuebe;

4. He ucnons3yit nyonuunerii WI-FI nns nepenauy nu4HBIX HaHHBIX, HAIIpUMep [ BBIXOAA
B COLIMANTBHBIC CETHU MJIH B BJIEKTPOHHYIO MOUTY,



5. Hcnions3yii ToNbKO 3ammmennoe coeaunenye yepes HTTPS, a e HTTP, t.e. npu Habope
BeO-anpeca BBoau umenHo "https:/";

6. B mobunsHOoM Tenedone otkinoun dynknuto "Tloakmoyenne Kk Wi-Fi apromarnuecku". He
JOIyCKai aBTOMaTHYECKOTO MOJK/IHYEHHS YCTPOcTBa K ceTaM Wi-Fi 6e3 TBoero coryacus.
ConmnanbHble ceTH

CounaneHple ceTH aKTHBHO BXOJIAT B HAIIY JKH3Hb, MHOTHE IIFOAM paboTAlOT M KUBYT TaM
IIOCTOAHHO, a B Facebook yixe 3aperucrpupoBan MuIuapz 4eloBeK, 4TO SBIAETCA OJHON CEObMOM
BCEX KUTeseH 1aHeTsl. MHOrue moab30BaTeny He IIOHUMAIOT, 4T0 HH(GOPMALIHs, pa3MeIleHHAS HMH
B COLIMaIBHBIX CETAX, MOMKCET OBITE HaﬁﬂEHEl H HCIOJB30BaHA KEM YIOOHO, B TOM 4YHCIE HE
00s3aTeJIBHO ¢ OJIaruMH HAMEPEHHSMH.

OCHOBHBIE COBETHI 10 0€30MaCHOCTH B COLMAIILHBIX CETAX:

1. Orpanndp cnucok Apysei. ¥ Tebs B APY3bAX HE JOIKHO OBITH CIydailHBIX M HE3HAKOMBIX
TIOIeH;

2. 3amuIuai cBOK YacTHYO X H3Hb. He ykaseiBail nmapoisy, TenedoHsl, agpeca, JaTy TBOETO
POKIACHHA M IPYIYIO JHYHYH HMHOOPMALHKID. 3JIOYMBIIUIEHHHKH MOTYT HCIIONB30BATh JIakKe
MH(OPMALMIO O TOM, KaK Thl ¥ TBOH POJUTEIIH IIJIAHUPYETE TPOBECTH KAHHUKYIIBI;

3. 3ammmai cBOK PenyTalMio - IepKH ee B YHCTOTe M 3afaBail cebe Bompoc: XoTen OBl ThI,
yTOOBl JpyTHE IONB30BATENM BUIEIM, UYTO ThHI 3arpyxaems? Ilogymal, mpexkae 4ueM dYTO-TO
OITyOIMKOBATh, HANTUCATE H 3aTPY3HUTH;

4. Ecau Tl TOBOPHIID C JIFOABMH, KOTOPBIX HE 3HAEIIb, HE UCIOIb3YH CBOE pealbHOE UMA H
OPYTYIO JIMYHYIO HHQOPMALMU: HMsI, MECTO JKHTEIILCTBA, MECTO yueOBl H IIpovee;

5. WU3berait pasmemenus ¢ororpaduit B8 Mnrepuere, rae Thl H300pakeH Ha MECTHOCTH, 10
KOTOPOH MO’HO OIPEAEINTh TBOE MECTOIIONIOKEHHUE;

6. Ilpn perucTpaiMid B COIMAJBHOM CeTH HEOOXOAMMO HCIIONB30BAaTh CIOKHBIE MapOIH,
cocTosIue U3 OyKB ¥ UUpP U ¢ KOITHYECTBOM 3HAKOB HE MeHee §;

7. Ang couuanbHOM CeTH, MOYTHl M APYTMX CaiiTOB HE0OX0OHMMO MCIIONBb30BaTh pa3HbIE
naponu. Torpa ecmu TeOf B3JIOMAIOT, TO 3JIOYMBINUIEHHHKH IIOTy4aT JOCTYN TOTBKO K OTHOMY
MECTY, a He BO BCE Cpasy.

DJIEKTPOHHbIE J€HbIH

DJIeKTPOHHBIE OEHBTH - 3TO O4YeHb yHOOHBIH crmoco® mnaTexkeH, OOHAKO CYIIECTBYIOT
MOILIEHHHUKH, KOTOPEIE XOTAT NOTYIUTh 3TH ACHBIH.

DIeKTPOHHBIE NEHbIH I[OSBMIKCH COBCEM HENABHO H HMMEHHO H3-3a 3TOT0 BO MHOTHX
rocyJapcTBax 10 CUX IOp He [IPONKMCaHO PO HUX B 3aKOHAX.

B Poccun xe onu QyHKIHOHUPYIOT M O HUX YK€ MIPONHMCAHO B 3aKOHE, ITIe UX Pa3felAloT Ha
HECKOJIbKO BHJIOB - @aHOHHMMHBIE M HE aHOHMMHBIEC. PasHWIa B TOM, 4TO aHOHMMHEIE - 3TO T€, B
KOTOPBIX pa3pemaeTcs NPOBOAUTS Onepanuy 0e3 nAeHTH(GHUKANNH [T0B30BATeNs, 2 B HEAHOHHMHBIX
HICHTHOHKALM TTOIB30BATENS ABIACTCS 00513aTeNLHOM.

Taxyke clegyeT pa3nuuaTh OSIIEKTPOHHBIE (HATHBIE [OEHBIH (paBHBI T'OCYNAPCTBEHHBIM
BAJIFOTaM) U 2JIEKTPOHHEIC He(HATHLIE JEHBTH (HE paBHEI TOCYJapCTBEHHBIM BalIlOTaM).

OcHOBHBIE COBETHI 110 Oe30I1acHOM paboTe ¢ 3EKTPOHHBIMU ACHbTaMH:

1. Tpussokn K cuery MoOWabHBI TenedoH. DTo cambii ynoOublit M OblcTpbId crioco®
BOCCTAHOBMTB AOCTYII K cyery. [IpHBsA3aHHEIH Tene(oH IOMOXKET, eclny 3adyemlb CBOM IIaTeKHbIH
[apoJIb WIK 3aliIeIb Ha CAalT ¢ HE3HAKOMOT0 YCTPOHCTBA;

2. Wcrone3y# omHopaszoBele maponn. Ilocrne mepexona Ha YCHIIEHHYHO aBTOpH3aluMio Tede
yxKe He OyJeT yrpoykaTe OMaCHOCTh KpaykH HIIM IepexBaTa IIaTeKHOTO Mapos;

3. Bruibepu cnoxueiid napois. [IpecTynnukam Oyner He NPOCTO yraaaTh CIOKHBIM [apoJlb.
HanexHble mapoiiy - 3TO Hapoid, KOTOpPbIE COJepKaT He MeHee 8 3HaKOB W BKIJIIOYAIOT B cebd
CTPOYHBIE W MPONKUCHbIE OYKBBI, LU(GPBI ¥ HECKOJIBKO CHMBOJIOB, TaKHe Kak 3HaK Jonapa, GhyHTa,
BOCKJTMLATENIbHBIN 3HaK U T.11. Harpumep, $tROng!;;

4. He BBOAM CBOM JIMYHBIC NAHHLIE HA CAlTax, KOTOPBIM HE JIOBEPSEIID.

JJIeKTPOHHAHA MOYTA

DNeKTpOHHAs TMOYTa - 3TO TEXHOJOTHA M MPEA0CTaBIAEMBIE €10 YCIYTH TIO IMEPECBUIKE H
MOIY4YEHHIO 3JIEKTPOHHBIX COOOIEHHH, KOTOPBIE PACIIPENENAIOTCA B KOMIBIOTEPHOH ceTH. OOBIYHO
3IIEKTPOHHBINA ITOYTOBBIH SIIMK BHITVIIANT CIECAYIOIMM 00pa3oM: UMs_IONIb30BaTeNA(@NMs_JIOMEHA.
TaksKe KpoMe Iepejadu IIPOCTOrQ TeKCTa, HMEETCs BO3MOXKHOCTE IIepeiaBaTh (haibl.



OcHoBHBIE coBeTHI IO Oe30nacHOH paboTe ¢ 3IeKTPOHHOM MOYTOMH:

1. Hamo BeIOpare MpaBHIIBHBIA IIOYTOBHIH cepBHC. B HMHTepHETe €CThb OTPOMHEIH BEIOGOp
OecIUTaTHEIX MOYTOBBIX CEPBUCOB, OJHAKO JIy4YIle JOBEPATh TEM, KOTO 3HAEMIb M KTO IIEPBBIH B
pelTHHrE;

2. He ykasplBalf B JHYHOM mnodre nuuHyro uHbopMauuiw. Hampumep, nydmie BeIOpaTh
"My3bIKaJIbHBIH (Ganat@" wim "pok2013" BmecTo "temal3";

3. Mcnonp3yit BYX3TaHyI0 aBTOPH3AINI0. DTO KOT/Aa TOMHUMO Iapomis HYKHO BBOAHUTEL KOJI,
MIpUCEITaeMEIH 10 SMS;

4. Bribepu cnoxkHbIH naposib. g KaXZA0ro IOYTOBOTO ANIMKA [JOMKEH OBITH CBOH
HAJEKHBIN, YCTONYUBBIA K B3JIOMY I1apOJib;

5. Ecnu ecTh BO3MOXKHOCTH HAaIMCaTh CAaMOMY CBOH JIHYHBIH BOIIPOC, HCIIONB3YH 3Ty
BO3MOJKHOCTB;

6. Mcmomp3yil HECKONBKO IOYTOBBIX SIIIMKOB. IlepBeI [ 4acTHOM NEPENUCKH C
aapecaTaMH, KOTOPBIM Thl JOBepselllb. DTO 3JIEKTPOHHBIH aJpec He HaJo HCIOIb30BaTh MpPH
perucTpauuu Ha Gopymax u canrax;

7. He otkpeiBail haiisl W Ipyrue BIOKEHUA B IUCbMAX, JAKE €CIM OHM MPHUIUIM OT TBOMX
Apysed. Jlydire yTouHYM y HUX, OTIPABIIAIH JIM OHU TeOe 9TH daiib;

8. INocne okoH4yaHus padOTHl HA IOYTOBOM CEpPBHCE [IEPEl 3aKPBITHEM BKJIAIKH C CAHTOM HE
3a0yap HaxaTh Ha "BeiiTu".

KubepOy/IdHT WIH BUPTYAJbHOE H3AEBATEIbCTBO

KubepOy/umMHr - npeciieioBanue COOOLICHUSAMH, COAEPKAIIMMH OCKOPOIEHMsA, arpeccHIo,
3aIyTMBaHMe,  XYJIUTaHCTBO;  conManbHOe  OOMKOTHpOBaHME €  I[IOMOIUBK  pasjIHYHBIX
MHTEPHETCEPBUCOB.

OcHoBHEIE cCOBETHI 0 SoprOe ¢ kubepOyLIHHIOM:

1. He 6pocatics B 60#. Jlyumnit ciocod: mocoBeToBaThCA Kak cedd BECTH M, €CIIH HET TOTO, K
KOMY MOJKHO 00PaTHTECS, TO BHa4alle YCIOKOUTHCA. EC/IH Thl HAYHEIb 0TBEYATh OCKOPOIEHUAMHU Ha
oCKOpOJIEHUs, TO TOJIBKO elle O0JIbIIe pa30sCKellb KOH(IIHKT,

2. Ynpasinsi croel kubeppenyrauuei;

3. AHOHMMHOCTH B ceTH MHHMas. CymecTBy0T crocoOpl BBIICHUTB, KTO CTOMT 3a
aHOHUMMHBIM aKKayHTOM;

4. He CTOWT BeCTH XYIHTAHCKHI 00pa3 BUPTyalbHOH Ku3HH. VIHTEpHET QUKCHPYET BCE TBOH
HeUCTBUA U COXpaHSIET UX. Y AaIUTh HX OyAeT KpaiHe 3aTpyJAHUTEILHO;

5. Cobumoait cBOI0 BUPTYaJILHYIO YECTh CMOMIOLY;

6. Wrnopupy#t emmHuuHbli HeraTtuB. OIHOpPa3OBBEIE OCKOPOHTENBHBIE COOOILEHMA IydIle
HUrHOpHPOBaTh. OOBIMHO arpeccus MPeKpalaeTcsa Ha Ha4albHOH CTaInH,

7. Bau arpeccopa. B mporpamMax oOMeHa MTHOBEHHBIMH COOOILIEHHAMH, B COLMAIBHBIX
CeTsX €CTh BO3MOXKHOCTh OJIOKMPOBKH OTIIPABKU COOOLIEHHUH C OIpeeIeHHBIX alPECOB;

8. Eciu Th1 cBuaeTens kubepOyiuinara. TBoM AeHCTBHS: BBICTYIIUTD IIPOTHB IIPECIIEN0BATENS,
II0OKa3aTh €My, YTO €ro AEHCTBUSA OLEHMBAIOTCH HETATHBHO, IOJIEPXKATH XKEPTBY, KOTOPOH HYXKHA
[ICHXOJIOTHYECKask ITIOMOIIb, COOOUIMTD B3POCIEIM O (PaKTe arpecCHBHOIO IIOBEAECHHUA B CETH.
MoOuabHbIi Teaedon

CospeMeHHbIe cMapThOHBI U IUIAHIIETH COAEPKAT B cebe BIIONHE B3POCIbIH (YHKIHOHAN, H
TEeNnepb OHM MOT'YT KOHKYPHPOBAaTh CO CTAlMOHAPHBIMH KOMIIbIOTEpaMH. ONHAKO, CPEICTB 3allUTHI
s TOMOOHBIX YCTPOMCTB NOKAa O4YeHb Mano. TecTHpOBaHHME M TIOMCK YSI3BHMOCTEH B HHX
TIPOMCXOMHT HE TaK HHTEHCHBHO, Kak s [TK, To e camoe kacaeTcsi 1 MOOMIIBHBIX MPHIIOKEHHUH.

CoBpemenHnble MOOWIBHBIE Opay3epbl yiKe NPAaKTHYECKH JOTHAIM HACTONLHBIE aHaJIorH,
OHAKO pacmupeHne OGYHKIMOHATA BIIE4eT 3a co0oH OOnBHIYHO CIOXKHOCTE M MEHBIIYIO
3aIUIIIEeHHOCTb.

amexko He BCE NPOM3ZBOOMTENH BBITYCKAIOT OOHOBJIEHMS, 3aKPHIBAKOIIME KPHUTHYECKHE
Y3BUMOCTH JUIS CBOHX YCTPOMCTB.

OCHOBHEIE COBETHI A1 O€30MacHOCTH MOOMIBHOTO TenedoHa:

Huyero He sBIAeTCS TMo-HAcTOsmieMy OecruiaTHeIM. Byae ocTopoikeH, Beas koraa Tebe
IpeanararoT OecTUIaTHEIH KOHTEHT, B HEM MOTYT OBITh CKPBITEI KAKHE - TO IJIATHBIE YCIIYTH;

Hymaii, npexe ueM otnpasuts SMS, ¢oto unu Buaeo. Tel TOYHO 3HAEMIB, e OHW OYAYT B
KOHEYHOM uTOre?



HeobxoauMo oOHOBIIATE ONEPALHOHHYK CUCTEMY TBOEI0 cMapTdhoHa;

Hcnone3yit aHTHBUPYCHEIE IPOTpaMMBI JUIsE MOOHIIBHEIX Tele(OHOB;

He sarpyxall NpuioskeHuss OT HEM3BECTHOTO WCTOYHHMKA, BEIAb OHH MOTYT COJEPIKATh
BPEOHOCHOE IPorpaMMHOe o0ecreveHue;

[Tocne TOro Kak THI BBIAZEHIL C caiTa, e BBOAMI JIMYHYI HH(QOPMAIMIO, 3aiau B
HacTPOHKH Opay3epa U yaamu cookies;

Ileproaudecky TPOBepsid, KaKHe IIaTHBIE YCIYTH aKTHBUPOBAHEI HA TBOeM HoMepe; JlaBaii
CBOH HOMEP MOOH/IBHOTO Teje(oHa TONMBKO JIIOIIM, KOTOPBIX ThI 3HAEIb H KOMY J0BEpSEIID;

Bluetooth nomxen ObITh BBIKIHOYEH, KOIJIA ThI MM He Moib3yembces. He 3abbiBaii mHOrIA
IIPOBEPATH 3TO.

Online urpsi

CoBpeMeHHBIE  OHJIAHH-MTPBI - O9TO  KPAaCOUYHBIE, 3aXBATBLIBAIOLIME  pA3BJIEUEHHS,
00BEIMHSIONIME COTHH THICAY HeNIOBEK 10 BCeMy MUpPY. Mrpoku Hccnenyior MaHHBIA UM MUp,
o0IarTess ApYT ¢ APYrOM, BBIIOJIHAKT 3a/laHusi, CPaKatOTCsAd ¢ MOHCTPAaMH M IIOIY4aiOT OIBIT. 3a
YZOBONIBCTBHE OHHM IUIATAT: NMOKYHAIOT IUCK, OIVIAYMBArOT aOOHEMEHT WM MPHOOPETArT KakKHe-TO
OTILIMH.

Bce 3TH cpejcTBa MAYT Ha MOANEP/KAHUE H PA3BUTHE UIPHI, a TAKKE Ha caMy 0e30IacHOCTE!
COBEPIICHCTBYIOTCS CHCTEMBI aBTOPU3allMH, BBITYCKAIOTCS HOBBIE ITaTy¥ (LH(pOBLIE 3aruiaTKu s
MPOTPaMM), 3aKPLIBAKOTCA YA3BUMOCTH CEPBEPOB.

B 110100HBIX UIpax CTOHUT ONACATHCS HE CTOJILKO CBOHX COIMEPHUKOB, CKOJNBLKO KPajkKH TBOETOo
[apoJisi, Ha KOTOPOM OCHOBAHa CHCTEMa aBTOPH3aluy OONBIINHCTBA UID.

OCHOBHEIE COBETHI IO 0€30ITaCHOCTH TBOETO HIPOBOTO AKKAYHTA!

1. Eciu gpyro#t Urpok BemeT cebs II0X0 WK co3aaeT Tebe HEMPUATHOCTH, 3a0JI0KHpYH ero B
CITMCKE MIPOKOB;

2. Tloxkany¥icss aAMHHHCTPATOPAaM MIPBl HA IUIOXOE IOBEJEHHE ITOTO UIPOKA, KEIaTelbHO
IPUIOKHTE KAKHE-TO JOKA3aTelIbCTBa B BH/IE CKPHHOB;

3. He yxazwBail muuHyr0 HHGOPMAITUIO B Ipodaiiie urpsl;

4. Ypaxkail Ipyrux y4acTHUKOB I10 MTDE;

5. He ycranasnuBait HeouIManbHble HaT9H U MOJEI;

6. Ucnions3yil clnokHBIE H pasHbIE 1APOJIH;

7. Jake BO BpeMs WIpPbl He CTOMT OTKJIIOYaTh aHTHBHpyc. Iloka THI Wrpaemb, TBOH
KOMITBIOTEP MOT'YT 3apasHThb.

DOUIIMHT HIH KPaKa JMYHBIX JaHHbIX

OO6BI9HOM Kpaked OeHeTr W JOKYMEHTOB CETOAHA YK€ HMKOTO HE YIHBHIIb, HO C PA3BUTHEM
HHTEPHET-TEXHOJIOTHH 370YMBIIIJIEHHHKH TIEPEMECTHIINCE B MHTEPHET, W NIPOAOIDKAIOT 3aHMMAaThCsA
"IF0OUMBIM" TeIIOM.

Tak MOSBMIACH HOBas Yrpo3a: WHTIEPHET-MOIICHHWYECTBAa HIM (QUIIMHT, IJaBHAs ILelb
KOTOPOT'O COCTOMT B IOJY4eHHH KOHQHUICHINANBHBIX JaHHBIX I10JIb30BATENEH - JJOTHHOB U IIapoel.
Ha anrmmiickoM s3eike phishing umrtaercs xak ¢umunr (ot fishing - priOras mosmd, password -
apoms).

OcCHOBHEIE COBETHI 110 60pBbe ¢ GHUILHHTOM:!

1. Cnemu 3a cBOMM aKKayHTOM. EC/TH THI IOZO3peBaelb, YTO TBOS aHKeTa Oblia B3JIOMaHa, TO
HeoOXoquMo 3abIOKHpPOBaTE €¢ W COOOIIMTH aIMHHUCTpATOpaM pecypca o0 3TOM Kak MOKHO
CKopee,;

2. Wcrione3yi Ge3ornacHeie BEO-CAWTEI, B TOM HUHC/IE, HHTEPHET-MAara3WHOB M ITOHCKOBBIX
CHCTEM;

3. Wcnone3yd croxkHble W pasHsie napond. Taxum obpasom, ecnn Teds B3IOMaroT, TO
3I0yMBILUIEHHUKH TOJIy4aT JOCTYI TOIBKO K OJHOMY TBOEMY IPO(HIIIO B CETH, @ HE KO BCEM;

4, Eciu Tebs B3nOMaiid, TO HeoOXOIHMMO NpeaylpeauTh BCEX CBOMX 3HAKOMBIX, KOTOpPBIE
nobasnensl y Tebs B APY3bAX, O TOM, 4TO TeOs B3JIOMAJIH H, BO3MOXHO, OT TBOETO HMEHH OyaeT
PacCBITAaTHCS CIaM M CCBUIKM Ha (DHITMHTOBBIE CAHTHI;

5. YcranoBu HanexHbIN naposs (PIN) Ha MoOuneHEeIH TenedoH;

6. OTxiioun coxpaHenue napois B Opaysepe;

7. He otkpeiBail (aiiiel W qpyrHe BIOXKEHHS B ITHCbMax, Jake €CIHM OHHM MPHUIUIH OT TBOUX
apyseit. JIydiie yroyHu y HUX, OTIPABILUIH JIH OHK TeOe 3TH (aiibl.



Iugposas penyrauus

[Mudposas pemyranus - 3TO HETraTHBHAS UM IO3HTHBHAs HWH(pOpPMalMs B ceTH o Tebe.
Kommpomerupyromas dHGOpManus, pasMelleHHas B HHTEPHETE, MOXET CEePhe3HBIM 00pazoM
OTPa3uThCA Ha TBOEH peanbHOH ku3HH. "lludposas pemyramusa” - 3T0 TBOH HMHIK, KOTOPBIHA
tbopmupyeTcsa 3 nHGOpManuHK o Tebe B HHTEPHETE.

TBoe MecTo KUTENbCTBA, Y4eOhl, TBOE (PHMHAHCOBOE MOIOXKEHHE, 0COOEHHOCTH XapakTepa H
pacckasbl 0 DIM3KHX - BCE 3TO HAKAILIMBAETCS B CETH.

MHnorue NOAPOCTKH JIETKOMBICIEHHO OTHOCATCA K IyONMKAIMH THYHON WH(POpMAUMH B
WnrepHere, HE [TOHMMAasi BOSMOKHBIX MOCIEACTBHH. ThI Hake HE CMOMKEIIb JIOTaJaThCs O TOM, YTO
dororpacdus, pasMelieHHas 5 16T Ha3al, cTajga IPUYHHON 0TKasa NpHHATH Tebs Ha paboTy.

KomMmenTapuu, pasmeuienue TBoux (ororpaduid B Apyrue NeHCTBHS MOTYT HE HCYE3HYTh
Ja’ke I1ocJIe TOro, Kak Thl MX yAaldlib. Thl HE 3HaEllb, KTO COXPAaHHII 3TY HHOOPMAIHIO, TOTaia JIH
OHa B [TIOMCKOBBIE CHCTEMBI M COXpaHWJIACh JIH OHA, a IVIaBHOE: YTO MOAYMAKT 0 Tebe OKpYyKAKoIIHe
JIFOJTH, KOTOpBIE HAHIYT M YBUIAT 3T0. HalTn MHGOpMALHI0 MHOTO JIET CITYCTS CMOXKET JIF000H - KaK
13 100pbIX MOOYKIAEHUH, TaK ¥ C HAMEPEHHUEM MPUYMHHUTE Bpel. ITO MOXKET OBITh KTO YTOIHO.

OcHOBHBIE COBETHI 110 3aILUTe HHGPOBOH penmyTanuu:

1. Tlomymaii, mpexjae 4eM 4YTO-TO NyOnIMKOBAaTh M nIepenaBaTh y cebs B Omore wiu B
COLIMAIbHOM CETH;

2. B HacTpoiikax mpouius yCTAaHOBM OrpAaHMYEHUS Ha MPOCMOTP TBOEro Nmpouis W ero
COZIEPIKUMOTr0, clenail ero Tonbko "1st apyseit";

3. He pasmemail u He ykasblBall HHQOpPMALUIO, KOTOpas MOKET KOro-THOO0 OCKOPOIATE WK
00MKATE.

ABTOpCKOE NIPaBo

CoBpeMeHHBIE MIKONBHUKH - aKTUBHBIC IOJB30BATENM IHPPOBOTO MpocTpaHcTBa. OmHAKO
JAJEKO HEe BCE 3HAKOT, YTO I0JIb30BAHHE MHOTHMMM BO3MOKHOCTAMH IM(POBOro mupa Tpedyer
COOTIOIEHUS [IPaB HAa HHTEIUIEKTYaJIbHYIO COOCTBEHHOCTS.

Tepmun "uHTelIeKTyalbHAss COOCTBEHHOCTL' OTHOCHTCS K pPAsIMYHBIM TBOPEHUSIM
YEJIOBEYECKOT0 yMa, HauMHas ¢ HOBBIX M300peTeHui M 3HAaKOB, 0003HA4aIOMKX COOCTBEHHOCTH HA
[POAYKTEl M YCIYTH, ¥ 3aKaH4uBas KHMramu, Qororpadusamu, KHHOQHUIEMAMH H MY3bIKaJIbHBIMH
NPOHM3BEIEHHUAMH.

ABTOpCKHME IIpaBa - 3TO [IPaBa Ha WHTEVIEKTYaJlbHYH) COOCTBEHHOCTb Ha IIPOM3BELEHHSA
HAayKH, JIMTEPaTypbl M MCKYCCTBA. ABTOPCKHE IPaBa BBICTYIAIOT B KayeCTBE apaHTHH TOTO, 4TO
MHTE/UIEKTYalIbHbIH/TBOPUECKUi TPyl aBTopa He OyAeT HampacHBIM, IAacT €My CIpPABEIJIMBEHIE
BO3MOXXHOCTH 33pa60TaTb Ha pe3ylbTaTrax CBOCro Tpyaa, IONYYHTE HM3BECTHOCTE H IIPH3HAHHE.
Hukro 0Ge3 paspelieHds aBTopa HE MOMKET BOCIPOM3BOIAHWTE €r0 IPOMU3BEICHHE, PACIPOCTPAHATD,
y0JINIHO AEMOHCTPHPOBATh, IIPOIaBaTh, MMIIOPTHPOBATH, IIyCKATh B IIPOKAT, ITYOINYHO HCIONHATS,
IIOKa3BIBaTh/UCIIONIHATE B dQHpe Win pasMemars B UaTepreTe.

Wcnons3opanue "muparckoro' MporpaMMHOrO o0ecredeHHs MOXKET MPHBECTH K MHOTHM
PHCKaM: OT IIOTEPH MHAHHBIX K TBOMM aKKayHTaM [0 OIOKHPOBKM TBOEr0 YCTPOHCTBa, IIe
YCTAaHOBIIEHA HENeranbHas nporpaMma. He cTouT Taxke 3a0pIBaTh, YTO CYILECTBYIOT JIETAIbHBIE H
fecnaTHbIE IPOTPaMMBI, KOTOPBIE MOXKHO HAHTH B CETH.

O mopTranae

CeTeBHYOK.pd - TBOH IVIABHBIH COBETYMK B CETH. 3[I€Ch Thl MOKEIIb Y3HATL 0 6E30MacHOCTH
B CETH TIOHATHEIM H JOCTYITHBIM SI3BIKOM, a IIPH BO3HUKHOBEHUH KPUTHYECKOH CHTYaLMH 00paTHTLCA
332 COBETOM. A TAK)Ke IIPUHATE Y44CTHE B KOHKYPCAX M CTaTh CaMbIM LM (POBLIM IpakIaHHHOM!

HHCTPYKIIUAS IJISI OBYUAIOIUXCS Ob UHO®OPMAIIMOHHOM
BE30OITACHOCTH
HEJIb351
1. Beem mompsn coobmaTe CBOK 4acTHYH HHGOpMauMio (Hacrosmue ums, (GaMUIHIO,
TenedoH, aapec, HOMEp MIKOJIBI, a Takke poTorpaduu CBOM, CBOSH CEMBH 1 Ipy3ei);
2. OTKpBIBaTh BIOKEHHBIE (haHJIBl JIEKTPOHHOH 1TOYTHI, KOT/Ia HE 3HAEIllb OTIIPABHTEN;
3. I'pyOuTE, NpUAMpaTHECS, OKa3bIBaTh AABJICHHE - BECTH ce0s HEBEIKIIMBO M arpeCCHBHO;



4. He pacnopskaiicst IeHbraMH TBOEH ceMbM 0€3 pa3penieHHs CTaplliHX - BCEra CIpamHBai
poIuTENEH;

5. He BeTpeyaiica ¢ MHTEpHET-3HAKOMBIMH B PEaNbHOH JKH3HHU - IIOCOBETYHCSA CO B3POCIEBIM,
KOTOPOMY JI0BEPSEILIb.
OCTOPOXHO

1. He Bece numyt npaeay. Uuraews o cebe Henpasay B MHTepHeTe - coodimu 06 3TOM CBOMM
POIMTENAM HIIH OTIEKyHaM;

2. TlpuriamaoT NepernuceBaTLCs, UrpaTh, 0OMEHHMBATLCH - IIPOBEPD, HET JIM TIO/IBOXA,

3. HezakorHoe konmuporanue ¢ainos B MHTEpHETE - BOPOBCTRO;

4. Beerna pacckasblBail B3pOCIbIM 0 IIPo0eMax B CETH - OHH BCET/IA TIOMOTYT;

5. Mcnone3y# HacTpoHKH 6e30I1aCHOCTH M NPHUBATHOCTH, YTOOBI HE MMOTEPSITH CBOH aKKAYHTHI
B COLICETAX M JIPYTHX IIOpTajiax.
MOXKHO

1. ¥Bakai IpyTrHx MONB30BATEINEH;

2. Tlone3yeuscss HTEpHET-UCTOYHUKOM - [€Nall CCHUIKY Ha HETO;

3. OTKpBIBaH TONBKO TE CCBUIKH, B KOTOPHIX YBEPEH;

4. O0maThbes 3a MOMOLLBK B3POCIBIM - POAUTENH, ONEKYHB! M aIMUHHUCTPALMA CAalTOB BCETaa
TTOMOTYT;

5. Ipoiinu obydenue Ha calite "CeTeBHYOK" M MOTYYH MacnopT LH(POBOTo Ipak/iaHHHa!



